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FINANCIAL SYSTEM INNOVATION CENTRE (FSIC)

Government Website Design, 
Development & Deployment 

Proposal
A secure, accessible, content-governed public information and engagement portal

Prepared for: Financial System Innovation Centre (FSIC)

Delivery model: WordPress-based government information portal with structured content, workflows, 
events, forms and resource management

Indicative delivery: 8 weeks from approved content, access, design sign-off and Azure environment 
readiness

Professional services fee: NGN 4,950,000 (Azure infrastructure provisioning included in deployment scope)

Confidential Proposal

Pricing note: Third-party software prices are shown in USD and are subject to vendor pricing, tax, exchange-rate movements 
and licence terms at the time of purchase. Azure infrastructure consumption is billed separately under the client Azure 
subscription.
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1. Executive Summary
This proposal sets out a complete design, development and deployment approach for a professional 
government website for the Financial System Innovation Centre (FSIC). The proposed website is designed 
as a public-facing institutional portal: authoritative, easy to navigate, mobile responsive, searchable, 
content governed and capable of supporting forms, events, announcements, project/initiative publishing, 
partner profiles and a structured resource library.

The approach is based primarily on the two source documents supplied for this engagement. Those 
documents specify the required FSIC information, the content and metadata expected for resources, 
legal/compliance materials, workflow rules, social/WhatsApp/chatbot/analytics integrations, and a 
baseline list of premium WordPress components.

Primary outcome: a credible digital front door for FSIC that enables the public to understand the 
Centre, discover projects and partners, access documents, register for events, submit innovations 
and enquiries, and receive timely updates.

Area Target outcome

Institutional presence Clear government-style identity, mandate, objectives, 
governance positioning and leadership profile.

Public engagement Structured contact, innovation intake, event registration 
and guided FAQ/chatbot journeys.

Knowledge access Searchable document/resource library with metadata, tags, 
access levels and expiry/review fields.

Program visibility Projects, initiatives, partners, events, news and 
announcements presented as structured content.

Governance Role-based publishing, approval hierarchy, audit-friendly 
processes and controlled administrative access.

Measurement Google Analytics, Search Console and consent-aware 
tracking with defined reporting needs.

2. Project Understanding & Strategic Objectives
 Translate the FSIC mandate, activities and public information into a clear digital information 

architecture.
 Provide a professional government-facing visual system using approved FSIC branding and 

appropriate national/government colour references.
 Create content structures that enable non-technical staff to manage projects, partners, news, events, 

FAQs and resources without editing code.
 Implement secure, validated submission workflows for public enquiries, innovation intake and event 

registration.
 Enable the public to discover and filter documents using structured metadata such as category, date, 

owner, review date, expiry date, access level and tags.
 Provide a foundation for future API or external-system integrations without making the public site 

dependent on the FSIC backend system.



FSIC | GOVERNMENT WEBSITE DESIGN, DEVELOPMENT & DEPLOYMENT PROPOSAL

Page 4

3. Proposed Website Scope & Information Architecture
The information architecture below converts the supplied content requirements into an implementable 
WordPress structure. Final page labels and hierarchy should be signed off during discovery.

Section Indicative components

Home
Hero message, mandate summary, primary CTAs, featured 
initiatives, latest news, events, quick links, partner strip, 
contact route.

About FSIC Mandate, objectives, governance positioning, operating 
principles, non-endorsement statement, management team.

Projects & Initiatives Project catalogue, thematic areas, status, stakeholders, 
descriptions, related resources.

Partners Partner directory, profiles, categories, associations, public 
status, logos.

Innovation / Participation Innovation intake, participation guidance, 
challenge/submission information, confirmation workflow.

Events
Upcoming/past events, registration, event details, 
speakers/agenda where required, attendance/registration 
controls.

Knowledge Hub / Resources Search/filterable repository for PDFs/Word documents and 
educational materials, with metadata and access rules.

News & Announcements Press releases, news, public notices and announcements.

FAQ
Topic-based FAQ knowledge base: General Info, 
Participation, Sandbox, Challenges, Submissions, Events, 
Data Privacy.

Contact Contact routes, enquiry form, official address/contact 
details and escalation information.

Policies Terms of Use, Privacy Policy/Notice, Disclaimers and 
consent wording.

Help / Chatbot Rule-based guided assistant with escalation route for 
unresolved questions.

4. Functional & Administrative Requirements
Capability Implementation approach

Structured content
Custom post types/fields for projects, partners, events, 
resources, FAQs and news; designed for staff-friendly 
editing.

Advanced forms Gravity Forms Elite for Contact, Innovation Intake and 
Event Registration workflows, validation and notifications.

Document library Resource metadata captured using ACF Pro; 
searchable/filterable using Search & Filter Pro.

Events Eventin for event publishing, registration, capacity control, 
waitlist and attendance workflows as required.

Visual editing Elementor Pro for controlled page composition and 
reusable layout sections.

SEO Yoast SEO Premium for technical SEO controls, metadata 
workflow, redirects and structured optimisation.

Analytics Google Analytics 4 and Search Console, configured with 
consent-aware tracking parameters.

WhatsApp Official FSIC WhatsApp Business route integrated into 
relevant pages.

Chatbot
Rule-based assistant using approved FAQ/decision-tree 
content and escalation contacts; AI chatbot can remain 
optional at launch.
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Roles & approvals Administrative roles aligned to content creators, reviewers 
and approving officers; exact hierarchy to be confirmed.

Security
Least-privilege admin access, secure forms, backups, 
update management, hardening and monitoring 
recommendations.

Responsive UX Desktop, tablet and mobile layouts with consistent 
navigation and touch-friendly interaction patterns.

5. Required Information / Content to be Supplied by FSIC
The following is the information the client should provide to the website development team before or 
during implementation. The supplied FSIC document explicitly identifies these items; incomplete content 
will directly affect delivery and launch readiness.

Category Required client input

Branding
Final approval of FSIC text logo; official brand colours/hex 
values; approved visual identity rules; banners, images, 
videos, event graphics; high-resolution partner logos.

Home page Hero message, concise mandate statement, key calls-to-
action, primary contact route details.

About & leadership
Mandate, objectives, governance positioning, operating 
principles, non-endorsement statements; management 
names, bios, photos and roles.

Projects
Project descriptions, thematic areas, status, stakeholder 
categories, related resources and any approval/publication 
status.

Partners Names, categories, profile descriptions, programme 
associations, public status and approved logos.

FAQ Draft Q&As grouped by General Info, Participation, 
Sandbox, Challenges, Submissions, Events and Data Privacy.

News Launch-day press releases, initial news items, 
announcements and any publication dates/authors.

Resource library
Initial PDFs/Word documents plus metadata: title, category, 
description, publication date, resource owner, review date, 
expiry date, access level, tags.

Educational content Initial educational articles and structured resource 
materials.

Legal/compliance
Legally reviewed Terms of Use, Privacy Policy/Notice, 
Disclaimers and approved consent wording for Contact, 
Innovation Intake and Event Registration.

Forms
Contact categories; complete innovation submission fields; 
accepted file types and file-size limits; event 
demographics/attributes to capture.

Workflow Notification recipients; content approval hierarchy; role 
definitions; event cancellation, waitlist and capacity rules.

Social & WhatsApp
Official social media URLs and official WhatsApp business 
number/API credentials where API-based integration is 
required.

Chatbot Decision tree, approved FAQ responses, guided routes and 
escalation contact details.

Analytics & SEO Google Analytics/Search Console access or permissions, 
approved tracking requirements and consent preferences.

Email infrastructure SMTP details or transactional email API key (e.g. 
SendGrid/Mailgun) for confirmations and notifications.
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6. Recommended Technical Architecture
The recommended platform is WordPress, configured as a structured CMS rather than a purely page-
builder-driven brochure site. Elementor is used for presentation, while ACF and purpose-built content 
structures provide data consistency. This keeps projects, partners, events and resources maintainable over 
the long term.

Layer Recommendation

CMS WordPress latest stable version supported by the selected 
theme/plugins.

Theme
TheGov government/municipal WordPress theme as the 
baseline, with controlled child-theme/custom CSS 
adjustments.

Content model WordPress custom post types and taxonomies supported by 
ACF Pro.

Presentation Elementor Pro with reusable templates, headers, footers 
and section patterns.

Forms & workflow Gravity Forms Elite, with SMTP/transactional delivery for 
reliable notifications.

Events Eventin; final licence option to be selected based on 
procurement decision.

Search/filter Search & Filter Pro connected to resource/project/event 
metadata.

SEO Yoast SEO Premium plus Search Console configuration.

Analytics Google Analytics 4; consent configuration to be aligned with 
FSIC policy.

Infrastructure Managed WordPress hosting/VPS with SSL, automated 
backups, staging environment and monitoring.

Security HTTPS/SSL, strong admin controls, 2FA where supported, 
backup/restore process, patching and hardening.

7. Required Premium Plugins & Third-Party Services
The source document identifies the premium components below. Links are included to their 
pricing/product pages. USD figures are provided as procurement references; actual checkout prices may 
vary by plan, promotion, tax and currency. Google Analytics is listed as a required integration but the core 
Google Analytics service is available at no cost; implementation/service effort is included in the 
professional fee.

Component Purpose Pricing / product 
page

Current/source 
price reference Budgetary NGN* Status

Gravity Forms Elite

Forms, conditional 
logic, submission 
workflows, 
notifications

View pricing / 
product page

$259/yr 
(source/current 
verified)

 ₦388,500≈ Required

Elementor Pro
Visual page building 
and reusable 
templates

View pricing / 
product page

$180 (source 
reference)  ₦270,000≈ Required

Eventin
Events, registration, 
capacity/waitlist and 
attendee workflows

View pricing / 
product page

$89+ /yr official; 
source also lists $199 
CodeCanyon

Budget ₦298,500 at 
$199 Required

Advanced Custom 
Fields Pro

Structured 
metadata/content 
models

View pricing / 
product page

$149/yr (10-site 
Freelancer plan)  ₦223,500≈ Required

Google Analytics 4
Usage and 
engagement 
measurement

View pricing / 
product page

Core service: free ₦0 licence Required

https://www.gravityforms.com/pricing/
https://www.gravityforms.com/pricing/
https://analytics.google.com/
https://analytics.google.com/
https://www.advancedcustomfields.com/pro/
https://www.advancedcustomfields.com/pro/
https://themewinter.com/eventin/pricing/
https://themewinter.com/eventin/pricing/
https://elementor.com/pricing/
https://elementor.com/pricing/
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Yoast SEO Premium
SEO, metadata, 
redirects, content 
optimisation

View pricing / 
product page

$118.80/yr  ₦178,200≈ Required

Search & Filter Pro
Search/filtering 
across resources and 
structured content

View pricing / 
product page

$49/yr (Starter)  ₦73,500≈ Required

WhatsApp Chat 
WordPress

Website-to-WhatsApp 
contact/support

View pricing / 
product page

$89 regular licence  ₦133,500≈ Required

AI Chatbot

Optional AI 
enhancement; source 
says free version is 
sufficient to start

View pricing / 
product page

Free version at 
launch ₦0 licence budget Optional

TheGov Theme
Government/
municipal visual 
framework

View pricing / 
product page

$69 regular licence  ₦103,500≈ Required

* Budgetary NGN conversion in the table uses an internal planning rate of USD 1 = ₦1,500 for proposal budgeting, not a 
bank/official settlement rate. Vendor charges are paid at the actual rate applicable at procurement. Current vendor checks: 
Gravity Forms Elite $259/year; Search & Filter Pro $49/year starter; ACF Pro Freelancer $149/year; Yoast Premium 
$118.80/year; TheGov $69; WhatsApp Chat $89; Eventin official annual plans currently advertise from $89/year, while the 
supplied CodeCanyon item remains $199. 

8. Implementation Methodology & Delivery Timeline
The proposed delivery window is 8 weeks. The timeline assumes timely access to the domain/hosting, 
brand assets, approved content, decision-makers for review and required third-party accounts.

Week Workstream Key outputs / gate

Week 1 Discovery, architecture & technical 
setup

Kick-off, sitemap, requirements 
validation, hosting/staging setup, 
admin structure, content checklist.

Week 2 UX/UI design
Homepage and core page design 
direction, navigation, responsive 
patterns, design approval gate.

Week 3 CMS/content model
Custom post types, taxonomies, ACF 
fields, templates and initial content 
structures.

Week 4 Core development
Pages, header/footer, projects, 
partners, news, FAQ and resource 
library framework.

Week 5 Forms & events
Gravity Forms workflows, validation, 
notifications, Eventin setup, 
registration/capacity logic.

Week 6 Integrations & optimisation
WhatsApp, analytics, SEO, SMTP, 
Search Console, chatbot logic, 
performance and security hardening.

Week 7 Content population & QA
Initial content entry, document 
metadata, browser/device testing, 
accessibility and form testing.

Week 8 UAT, training & deployment
Client UAT, defect fixes, administrator 
training, production deployment, 
handover and launch checklist.

9. Professional Services Cost Breakdown (NGN)
The professional fee below covers the design, development, configuration, testing and deployment 
services. Third-party software licences, hosting, domain registration/renewal, paid email/SMS/API services 

https://themeforest.net/item/thegov-municipal-and-government-wordpress-theme
https://themeforest.net/item/thegov-municipal-and-government-wordpress-theme
https://wordpress.org/plugins/
https://wordpress.org/plugins/
https://codecanyon.net/item/whatsapp-chat-wordpress
https://codecanyon.net/item/whatsapp-chat-wordpress
https://searchandfilter.com/pricing/
https://searchandfilter.com/pricing/
https://yoast.com/product/yoast-seo-premium-wordpress/
https://yoast.com/product/yoast-seo-premium-wordpress/
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and other external costs are separated so that government procurement can clearly distinguish service 
fees from recurring/vendor charges.

Work package Scope Fee

1. Discovery, requirements validation & 
solution architecture

Requirements workshop, sitemap, 
workflows, technical architecture, 
project plan

₦250,000

2. UX/UI design & government visual 
system

Responsive visual direction, page layouts, 
navigation, design refinements ₦420,000

3. WordPress foundation & theme 
configuration

CMS setup, TheGov setup, 
child-theme/custom CSS, core site 
configuration

₦320,000

4. Custom content structures & CMS 
development

Projects, initiatives, partners, FAQs, 
news, resource library, taxonomies, 
metadata

₦820,000

5. Forms, events & workflow 
implementation

Gravity Forms, validation, notifications, 
Eventin, approval/registration logic ₦650,000

6. Integrations, SEO, analytics & 
communications

WhatsApp, GA4, Search Console, Yoast, 
SMTP, chatbot logic and tracking 
configuration

₦420,000

7. Security, performance, accessibility & 
technical optimisation

Hardening, caching/performance setup, 
responsive tuning, backup/restore, 
accessibility checks

₦380,000

8. Content population & resource-library 
setup

Launch content entry, documents, 
metadata, images, menus and page QA ₦420,000

9. Quality assurance, UAT & defect 
resolution

Functional/browser/mobile testing, UAT 
support, correction cycle ₦370,000

10. Deployment, handover & 
administrator training

Azure production deployment, 
Ubuntu/Nginx/PHP/MySQL 
configuration, NSG/firewall 
rules, SSL, DNS cutover, 
backup/monitoring setup, 
deployment validation and 
handover pack

₦380,000

11. Post-launch warranty support (30 
days)

Launch monitoring, bug fixes for in-
scope functionality ₦520,000

TOTAL PROFESSIONAL SERVICES FEE: ₦4,950,000

10. First-Year Budget View
Budget component Indicative amount
Professional services (design, development & deployment) ₦4,950,000
Premium licence budget (planning estimate from 
supplied/current prices)  ₦1,668,000≈

Hosting, domain, SSL and transactional email/API services Not included; procure based on approved infrastructure 
specification

Estimated implementation + plugin budget  ₦6,618,000 excluding hosting/domain/external usage fees≈

Azure VM, managed disks, backup, monitoring, 
bandwidth and optional security services

Excluded from professional fee - billed by 
Microsoft Azure according to selected region/SKU 
and actual consumption

Important procurement note: The plugin total is a planning estimate based on the source list and a ₦1,500/USD budgeting 
rate. It is not a quotation from the software vendors. Licence selection should be approved by FSIC 
procurement/management before purchase.



FSIC | GOVERNMENT WEBSITE DESIGN, DEVELOPMENT & DEPLOYMENT PROPOSAL

Page 9

11. Security, Governance, Accessibility & Performance
For a government-facing website, technical quality alone is not enough; content governance and 
operational controls are equally important. The following controls are recommended within the build.

 Role-based administration with clear separation between content creation and content approval 
where FSIC requires it.

 Secure administrative accounts, strong passwords and 2FA where compatible with the hosting/plugin 
stack.

 SSL/HTTPS across the entire site and secure form submission channels.
 Automated backups with an agreed retention and restoration test procedure.
 Staging environment for testing updates before production deployment.
 Controlled plugin/theme updates with compatibility checks.
 Consent-aware analytics implementation aligned with the approved Privacy Notice and consent 

wording.
 Accessible, mobile-first interfaces with meaningful headings, labels, keyboard-friendly controls and 

readable contrast.
 Performance optimisation through image compression, caching, script discipline and hosting 

configuration.
 Administrative process for document review dates, expiry dates and public/internal/restricted access 

levels as defined by FSIC.
Governance decision required: FSIC should nominate the officers responsible for drafting, 
reviewing and approving public content. The source document specifically anticipates subordinate 
content creators and superior reviewing officers.

12. Quality Assurance, UAT & Acceptance
Test area Acceptance focus

Content Correct page copy, labels, dates, names, roles, links and 
approved media.

Forms Required-field logic, validation, attachment rules, 
confirmations, notification routing and consent capture.

Events Registration capacity, waitlist/cancellation behaviour, 
attendee data collection and confirmation messages.

Search & filters Resource filtering, tags, category, dates, access level and 
expected result quality.

Responsive UI Phone, tablet and desktop layouts; navigation and form 
usability.

Performance Page load and asset optimisation checks; no critical console 
or PHP errors in production.

Security HTTPS, admin access controls, backup verification and 
basic hardening checklist.

SEO/analytics Indexing configuration, metadata baseline, GA4/Search 
Console connectivity and tracking validation.

A formal UAT sign-off should be completed by an FSIC-appointed representative. Launch should proceed 
only after critical defects are resolved and the client confirms that required launch content and legal 
materials are approved.
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13. Deployment, Handover & Training
 Production-ready WordPress environment hosted on the approved Azure VM, with SSL, DNS, 

firewall/NSG and approved domain configuration.
 Final content and plugin/theme configuration migrated from staging to production.
 Analytics/Search Console/SMTP/WhatsApp integrations activated and checked.
 Admin user creation based on the approved FSIC role matrix.
 Administrator/editor training covering pages, projects, partners, news, resources, FAQs, events and 

form submissions.
 Handover of key credentials/configuration documentation to the authorised FSIC custodian.
 30-day warranty period for in-scope functional defects following launch.

14. Assumptions, Client Responsibilities & Exclusions

14.1 Client responsibilities
 Provide complete and approved website content, imagery, partner information, legal copy and launch 

documents.
 Provide timely feedback and nominate a single project decision-maker or steering group.
 Provide official accounts/permissions for analytics, Search Console, SMTP, WhatsApp and social 

channels where needed.
 Confirm hosting/domain procurement and provide access before implementation milestones requiring 

it.
 Approve forms, workflows, roles and notification recipients before final configuration.

14.2 Exclusions / separately quoted items
 Large-scale copywriting or legal drafting where FSIC has not supplied approved text.
 Professional photography, video production, advanced motion graphics or extensive illustration work.
 Custom mobile apps, bespoke ERP/CRM development or deep integration with external government 

systems unless separately specified.
 Paid hosting, domain registration/renewal, premium email services, SMS, WhatsApp API conversation 

charges, paid AI/API usage and other third-party consumption charges.
 Major post-launch redesigns or new modules outside the agreed scope.

15. Recommended Support & Maintenance
After the included 30-day warranty period, FSIC should maintain an ongoing website support 
arrangement covering updates, backups, security checks, issue resolution and minor content/technical 
assistance. A recommended maintenance retainer can be proposed after launch based on the preferred 
service level, response time and number of monthly content/support requests.

16. Conclusion & Approval
The proposed FSIC website is more than an online brochure: it is a structured public information and 
participation platform designed around the Centre's mandate, programmes, stakeholders and knowledge 
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resources. The combination of a government-oriented theme, structured WordPress content model, robust 
forms, event management, advanced resource search, controlled publishing workflow and analytics 
provides FSIC with a maintainable platform capable of growing with the organisation.

Subject to approval of the scope, commercial terms and required client inputs, implementation can 
commence with a discovery and architecture workshop and an agreed project commencement date.

Approval item Status / signature
Proposal approval ____________________________________________
Authorised FSIC representative ____________________________________________
Date ____________________________________________
Project commencement date ____________________________________________

Source & Procurement Notes
This proposal was prepared from the supplied FSIC website information document and supplied required-
premium-plugins document, with current vendor pricing pages checked for procurement context. The 
supplied FSIC information document specifies branding, page content, projects, partners, FAQ categories, 
resources/metadata, legal/compliance, workflows and integrations. The supplied plugin document 
specifies the requested premium plugin shortlist.

Reference sources reviewed: 

Gravity Forms pricing - https://www.gravityforms.com/pricing/

Elementor pricing - https://elementor.com/pricing/

Eventin pricing - https://themewinter.com/eventin/pricing/

Eventin CodeCanyon item - https://codecanyon.net/item/wp-eventin-woocommerce-event-manager-plugin-to-sell-tickets/
28466196

ACF Pro - https://www.advancedcustomfields.com/pro/

Yoast SEO Premium - https://yoast.com/product/yoast-seo-premium-wordpress/

Search & Filter Pro - https://searchandfilter.com/pricing/

WhatsApp Chat WordPress - https://codecanyon.net/item/whatsapp-chat-wordpress/22800580

TheGov Theme - https://themeforest.net/item/thegov-municipal-and-government-wordpress-theme/25103272

Google Analytics - https://analytics.google.com/

https://analytics.google.com/
https://themeforest.net/item/thegov-municipal-and-government-wordpress-theme/25103272
https://codecanyon.net/item/whatsapp-chat-wordpress/22800580
https://searchandfilter.com/pricing/
https://yoast.com/product/yoast-seo-premium-wordpress/
https://www.advancedcustomfields.com/pro/
https://codecanyon.net/item/wp-eventin-woocommerce-event-manager-plugin-to-sell-tickets/28466196
https://codecanyon.net/item/wp-eventin-woocommerce-event-manager-plugin-to-sell-tickets/28466196
https://themewinter.com/eventin/pricing/
https://elementor.com/pricing/
https://www.gravityforms.com/pricing/
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17. Microsoft Azure Virtual Machine Hosting & Server Configuration
For the FSIC government-facing WordPress portal, the recommended deployment model is a dedicated 
Microsoft Azure Virtual Machine rather than shared hosting. This gives FSIC direct control over the 
operating system, web server, PHP/MySQL stack, network security, backups, monitoring and deployment 
lifecycle. The baseline below is designed for the initial production workload and can be scaled as demand 
increases.

17.1 Recommended Production Server Specification
Component Recommended configuration

Azure VM
Standard_D4as_v6 - 4 vCPUs and 16 GiB RAM. 
Recommended production starting point; D8as_v6 or 
higher can be used after performance monitoring.

Operating system Ubuntu Server 24.04 LTS, 64-bit. Standard LTS security 
maintenance is provided through May 2029.

Web server Nginx with PHP-FPM; enable HTTP/2 and validate 
HTTP/3 only after compatibility testing.

PHP PHP 8.3+ or the current WordPress-supported stable 
release selected during build; OPcache enabled.

Database

MySQL 8.0+ on the VM for initial deployment. Database 
access must be restricted to the server/private network. 
Consider Azure Database for MySQL Flexible Server for 
a future higher-availability tier.

System disk Premium SSD, minimum 128 GiB for OS, application 
binaries, logs and operational files.

Content/data disk
Separate Premium SSD, recommended 256 GiB at launch 
for wp-content/uploads and PDF/Word resource files. 
Increase capacity as the Resource Library grows.

Public IP/DNS
Static public IP with production DNS record pointing to 
the VM. DNS should be managed under FSIC-controlled 
credentials.

Network
Dedicated Azure Virtual Network and Network Security 
Group (NSG). Only required public ports should be 
exposed.

TLS/SSL
HTTPS-only production site using a trusted certificate 
with automated renewal and HTTP-to-HTTPS 
redirection.

Backups
Azure Backup or an equivalent managed VM backup 
solution with scheduled recovery points and periodic 
restore testing.

Monitoring
Azure Monitor / Log Analytics for VM health, CPU, RAM, 
storage, network and service events, with alerts for 
failures and capacity thresholds.

17.2 Azure Network, Firewall & Server Hardening
 Allow inbound TCP 80 and 443 for web traffic. Restrict SSH (TCP 22) to approved administrator IP 

ranges or use Azure Bastion / Just-In-Time access.
 Disable password-based SSH and require SSH keys. Never expose MySQL port 3306 to the public 

internet.
 Use least-privilege Azure roles and separate administrator accounts. FSIC should retain ownership of 

the Azure subscription and production resources.
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 Enable Microsoft Defender for Cloud/Servers where approved by FSIC security policy and review its 
security recommendations after deployment.

 Apply OS security updates through a controlled maintenance process. Test major WordPress, theme 
and plugin updates in a staging environment before production.

 Enable log rotation and monitoring for failed authentication attempts, Nginx/PHP errors, abnormal 
resource usage and disk-space thresholds.

17.3 Recommended WordPress Application Stack
Azure VM -> Ubuntu 24.04 LTS -> Nginx -> PHP-FPM + OPcache -> WordPress -> MySQL -> Azure 
Backup/Monitor -> DNS/SSL. Redis object caching is optional and should only be added after performance 
testing demonstrates a measurable benefit.

17.4 Scalability & High-Availability Path
The D4as_v6 configuration is the recommended launch baseline, not a permanent ceiling. Monitor CPU, 
memory, PHP-FPM workers, MySQL load, disk IOPS/throughput, storage growth and concurrent users. 
Scale vertically to a larger D-series VM when measured usage requires it. If FSIC later requires higher 
availability, the next architectural step is to separate the database, application, storage and edge/security 
tiers instead of relying on a single VM.

17.5 Azure Procurement & Ownership Recommendation
FSIC should procure and own the Microsoft Azure subscription, billing account, domain and production 
resources. The development team should receive role-appropriate access for provisioning, deployment 
and support. Azure consumption costs are separate from the professional services fee because the final 
recurring charge depends on region, VM runtime, disk tier/capacity, backups, monitoring volume, 
bandwidth and optional security services. Reference: use the Microsoft Azure Pricing Calculator for the 
final region-specific cloud estimate before procurement.

17.6 Indicative Azure Resource Checklist
 Azure Resource Group for FSIC production resources.
 Virtual Network + subnet + Network Security Group.
 Static Public IP + DNS record/domain configuration.
 Standard_D4as_v6 production VM.
 Premium SSD OS disk (>=128 GiB) + Premium SSD data disk (recommended 256 GiB).
 Ubuntu 24.04 LTS + Nginx + PHP-FPM + MySQL.
 Azure Backup policy and recovery-point schedule.
 Azure Monitor / Log Analytics and resource alerts.
 Optional Microsoft Defender for Cloud/Servers.
 Staging environment for controlled plugin/theme/core updates.
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